Specto

Azure APl Management



Specto

Ing. Andreas Pollak
SpectolLogic® e.U.



http://www.spectologic.com/

Specto

Agenda

What is API-Management and why do | need it?
Create & Configure

Products

Alternative Authentication

Delegation

Policies & Security

Configuration versioning with GIT

Analytics & Reports

Pricing



Specto ..

What is APl Management?
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Developers Developer Portal

Backend
Service

Applications Swievre ASP.NET, PHP,
NodelS, Java,
Ruby,...

Publisher(s) Publisher Portal
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APl Apps & APl Management

APl Apps APl Management

Hosting Monitor
Simple Access Control Throttle

CORS Manipulate

Trigger/Action (Logic App) Consolidating
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API Management service O X

* Name

demoGAB2017

.azure-api.net
* Subscription

Visual Studio Enterprise: BizSpark v

* Resource group @

O Create new @ Use existing

DEMO

Create API Management * Organization name @
Spectologic

GAB2017 v
* Location
West Europe v

* Administrator email @

Up 1{0) 60 M“’]utes | support@spectologic.com

Proxy (name.azure-api.net) Pricing tier ( )

Portal (name.portal_azure_api.net) Developer (1M API calls, 5GB data transfer) w
. All Available Pricing

Management (name.management.azure-api.net)

Developer (1M API calls, 5GB data transfer)
SCM (na me.scm.azure-apl. net) Standard (217M API calls / unit, 1TB data transfer / unit)

Premium (1B API calls / unit, 5TB data transfer / unit)



VPN Connection

Virtual network

LOCATION

West Europe

Off Internal

VIRTUAL NETWORK

SUBNET

VNETAPI

Subnet-1
Subnet-2 v
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External VPN
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Internal VPN

Frivate VIP
10.145.2.173:80 [HTTP)
10.145.2.173:443 [HTTPS)
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Add an API
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Products

Rate limits & quotas
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Create a product
Subscribe to a product
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using Azure AD to sign up/in APl Management

Azure Active Directory,

FB, Google,...

Azure APl Management

~
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Delegation

Handle Authentication (Signin/Up)
Handle Product Subscription
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Delegation Authentication Process

Management API My Company Site

Protected Web

Page Corporate

[Anonymous] Delegation Handler
| | Product Page

Developer

Corporate
SignUp/In | Product

Protected Web
Page
[Authorized]

Corporate
Delegation Handler




Policies

Request

Policy scope

Product

Calculator Professional 2016

Operation of Calc
Calc_AddByab

Calculator Professional 2016 Calc

Policy definition

Proxy

Middleware

Components

APl of Calculator Professional 2016

Cale

Calc AddByab

@ FULL SCREEN Policy statements
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Destination




Cors

*.spectologic.com

/api/calc
eBan :g e @) O [earch or enter web address = %
*.spectologic.com

APl MGMT * azurewebsites.com
Gateway /api/calc
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Add a CORS policy
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Request Throttling Policies

Request

Request

Gateway

Request

Too many requests!

Request
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Throttling Policy
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Validating JWT-Tokens

API MGMT

Request Destination
. Gateway

Authorization

JWT-Token
ocp-apim-subscription-key
Subscription Key

NN AN, A
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Properties in policies

<validate-jwt header-name="Authorization”
{issuer-signing-keys?

Properties <key>{{(alc_JWT-Token}y</key>

{fissuer-signing-keys>»

{issuersy

Key/Value Repository
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Validating JWT tokens
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More access restriction policies

Set-Header
Check-Header
|IP-Filter

200 0K
Pragma : no—cache
Cache-Control : no-cache

, 13 Apr 2016 09:20:51 GHMT
- ARRAff1in1ty=clbeel?24a%h239856
148350 Path=7DPemain=aab?016calc.azuren
A—-AspNet-Yersion : &.0.30319
¥-Powered-By : ASP_HET

<outbound>
<base [
¢<set-header name="X-AspMet-Version" exists-action="delete">
</set-header>
¢set-header name="X-Powsred-By" exists-action="delete":
</set-header>

< foutbound?
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HTTP-request policies

Send-One-Way-Request
Send-Request
Return-Response
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Integrating with SLACK

,n,l - support-bot
£% - Add methods had an invalid JWT-Token :-P!

apollak

b o

i .",‘ slackbot
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Securing the backend
Client Certificates

Backend

Applications Service
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Securing APIs with OAuth2 / OpenlID Connect

/Azure API Management\

Developers
Backend

Gatewa !
y Service

Applications

Azure Active
Directory...
Implicit/AuthCode
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Securing APls with AAD - OAuth?2

Azure Active Directory

AAD Application

AAD Application

Azure API MGMT
Application OAuth 2.0 Config Backend Service

resource = AppID-Uri
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Securing APls with AAD - OAuth?2

Azure Active Directory

AAD Application AAD Application AAD Application
ClientID ClientID ClientID
Client Secret Client Secret Client Secret
AppID-Uri AppID-Uri AppID-Uri
Signin/Reply-Uri Signin/P~_iy-uri SignIn/Reply-Uri
AD-Permissions AD-Permissions AD-Permissions

App-Permission App-Permission

Azure API MGMT
Application OAuth 2.0 Config Backend Service
resource = AppID-Uri
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Caching with APl Management

Improving Performance
APl MANAGEMENT AP'S 3 Calc
Dashboard

APls

Summary Settings Operations Securit
Products
Policies Operation - Calc_AddByab
Analyti
s Caching
Signature

Users

Groups

Response caching can significan
Caching
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Advanced Caching

Fragment Caching

<cache-lookup-value>

<cache-store-value>
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APl Management GIT-Configuration [Preview]

multiple configuration versions

syncing of multiple tenants (Test C Production)
utilizing git workflow for collaborative editing
text-file based configuration

secrets from properties are kept in database only!
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APl Management lguration

Internal
APl MGMT
Database
Request to clone Request to update
config data to GIT config data from GIT

GIT repository

Modify & Commit



Analyticss: e

Dasht

APls

Calc

B calls
Il Errors

Bl Bandwidt
B Response

2 VIEW DET

Calls Count

Hit / migs

Cache

Successful: 11

Blocked: 15

6 pm

Apr 12

Failed: 0
g Aprid ¢
@, Showall
Miss: 0
Hitz 0

Last 90 Days

=



Pricing

Pricing

Price

API Calls (per unit)

Data Transfer (per unit)
Cache

Scale-out

SLA

Multi-Region Deployment

Azure Active Directory
Integration

VPN

Additional Data Transfers

Developer

€1.34 / day
(~€41.31/ mo)

32 K/ day
(~1 M / month)

161 MB / day
(~5 GB / month)

10 MB
N/A
N/A

No

Unlimited User Accounts

Yes

Standard Data Transfers
rates apply

Standard

€19.02/day
per unit
(~€589.51 /mo)

7 M / day
(~217 M / month)

32 GB / day
(~1 TB / month)

1GB

4 units
Contact us for more

99.9%

No

No

No

Standard Data Transfers

rates apply

Premium

€77.50/day
per unit
(~€2,402.48 /mo)

32 M/ day
(~1 B/ month)

161 GB / day
(~5 TB / month)

5GB
Unlimited
99.95%

Yes

Unlimited User Accounts

Yes

Standard Data Transfers

rates apply

SPeC[8yic



https://azure.microsoft.com/en-us/pricing/details/api-management/
mailto:wapteams@microsoft.com?subject=API Management quota increase
https://azure.microsoft.com/en-us/pricing/details/data-transfers/
https://azure.microsoft.com/en-us/pricing/details/data-transfers/
https://azure.microsoft.com/en-us/pricing/details/data-transfers/

THANK YOU
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Resources

Papers

Whitepaper CITO Research —
Cloud-based APl Management: Harnessing the Power of APIs

Harvard Business Review

General

APIM Overview

Configuration over GIT

Team-Blog of Azure APl Management
Logging

How to log to Event Hubs

AAPIM and Azure Event Hubs Integration



http://download.microsoft.com/download/6/F/1/6F197BB5-F46E-4678-92DF-5A32ECD6F18D/microsoft_azure_api_management_white_paper_20150520.pdf
https://hbr.org/2015/01/the-strategic-value-of-apis
https://azure.microsoft.com/en-us/documentation/videos/azure-api-management-overview/
https://azure.microsoft.com/en-us/documentation/videos/configuration-over-git/
https://blogs.msdn.microsoft.com/apimanagement/
https://azure.microsoft.com/en-us/documentation/articles/api-management-howto-log-event-hubs/
https://azure.microsoft.com/en-gb/updates/azure-api-management-and-azure-event-hubs-integration/
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Resources

Policies
Send Request and Return Response Policies

Advanced Request Throttling with Azure APIV
APIM How to Policies

APIM Adanced Policies

CORS Policy



https://azure.microsoft.com/en-us/documentation/videos/send-request-and-return-response-policies/
https://channel9.msdn.com/Blogs/AzureApiMgmt/Advanced-Request-Throttling-with-Azure-API-Management
https://azure.microsoft.com/en-gb/documentation/articles/api-management-howto-policies/
https://msdn.microsoft.com/en-us/library/azure/dn894085.aspx
https://channel9.msdn.com/Blogs/AzureApiMgmt/CORS-and-API-Management
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Resources

Authorization & Delegation

Pricing


https://azure.microsoft.com/en-us/documentation/articles/api-management-howto-aad/
https://www.youtube.com/watch?v=z2pU_aHphbw&index=9&list=PL8nfc9haGeb4khJEFcDU9Lluit5nYlB3a
https://azure.microsoft.com/en-us/pricing/details/api-management/

